GOOGLE MAPPING API — UPDATE RESTRICT KEY

When using Google Maps Platform services in a public environment (such as a website or mobile
app), it’s important to apply the correct application key restrictions. This ensures that your API
key can only be used within your specific application context.

Google may provide API key restriction recommendations based on your past usage of the Maps

Platform. These suggestions, available in the Google Cloud Console, help you secure your keys
quickly and easily.

Note that each API key can only be restricted to one type of application platform (e.g., websites,
Android apps, or iOS apps). If your current key is used across multiple platforms, you’ll need to
generate separate keys—one for each platform—before applying the appropriate restrictions.

Steps to apply restrictions to the key

e To find your API key, you will need to navigate to the “Keys and Credentials” tab
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e Click on the ellipses (three horizontal dots) next to Show Key and select “Edit APl key”
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Under “Application Restrictions”, select “HTTP referrers” or “Websites”
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How do | restrict my APl key to specific websites?

Use an HTTP redesrer to restrict the URLS that can use an API key, Leam more (2
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Any URL in a single domain with no subdomains: htips:example com
Any LRL in a single subdomain: hips=i'sub.example.com
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httpsi* axample.com

A domain and all s subdomains, using a wildcand asterisk [*);
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A URL with a non-standard port: httpad'www.example.comc8000

MNote: query parameters and fragments are not cumently supported; they will be
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e Select the Application restrictions as “Websites”
e Enter: mra.servantia.com/* and click Done
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e Click on SAVE at the bottom of the screen
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Note: It may take up to 5 minutes for settings to take effect







